Some notes about EWS3 and EWS4:

Overall:

e no reason to explain situations where CAS is plain (not crypted - SOPT not activated), because almost anybody can
solve all common problems with them. Lot of key makers work with plain CAS dump, ISN and SK both are “in plain
text”.

e not a great reason to explain situations if it is possible to get real SK from ECU without any pain - if you have real
values, you can easily get all 3 bytes of cryptokey and decrypt dump.

e even if CAS is crypted but valid key exists, it is possible to read real Page3 from key using cryptoLO and cryptoHI
from CAS dump. This real Page3 you can use to decrypt entire CAS dump and get real ISN and SK.

e ISN = Individual Serial Number. 1 %2 bytes (12 bits) for EWS2, 2 bytes for EWS3 ECU. Complete ISN is 4 bytes long
and used for 6HP EGS (even on first F-series cars).

e SK = Security Key, 16 bytes long. Used for EWS4 and up.

e Cryptokey - 3 bytes, used for CAS decryption. Not official term...

e EWS2, EWS3, EWS4, EWS5 - we are talking about protocols, not physical hardware.

EWS3:
necessary tools — CAScontrol, Htag:

If ECU works using ISN (EWS3) and there is no 6HP EGS on car, task is simple:

e atfirst calculate real ISN (2 bytes from 4, ones necessary for ECU). You can do that via rolling codes using “ISN
restore from rolling codes” utility from CAScontrol set. Remaining 2 bytes can be any, usually they are 0000,
complete ISN is used only for EGS;

¢ load CAS dump into CAScontrol CAS dump tool, decrypt it using real ISN. All possible cryptokey values are good
enough, use any;

e  build key according to key data, start a car.

If ECU works using EWS3 protocol and there is a 6HP EGS with activated EWS mounted on car:
e you can get 2 bytes of complete ISN as written above;
¢ you can calculate missing 2 bytes from EGS RAM using CAScontrol tool;
e now you can decrypt CAS dump and make a key. As in previous case - any cryptokey is good enough.

You can use HTag emulator to test results, just “build” any already used and not blocked key.

EWS4:
necessary tools: CAScontrol, Htag, EWS4 drive authorization unit, EWS4 8HP authorization unit (EWS4 emulators), CAN
logger or MBcan tool for configuration purposes.

Some common situations from practice:
o all keys lost, CAS is crypted, ECU works on EWS4, not readable. Must make key or get real SK for ECU,
e you got used EGS, you have CAS without keys, CAS is crypted.

How to proceed:
e usually there is untouched ISN backup in plain inside CAS dump - in case of CAS3+ on XDP it is located at address
0x010. If CAS dump is not damaged, this value remains untouched. If somebody switched CAS back to EWS3 from
EWS4 and tried to make alignment, it is a great problem...
o find all cryptokeys according to real ISN, get all possible SK. There will be 16 or 64 possible values (depends on
crypto type);



e now must test all keys using EWS4 emulator. In worst case it will take about 1 hour to test them all:
1. write possible SK into EWS4 emulator, switch OFF/ON
2. observe EWS status with Tool32:
e Status 0: no authorization request / response - verify connections and jumper settings!
e Status 1: authorized, SK is valid
e Status 2: invalid SK, no authorization
e Status 3: SK not defined - in case of EGS if key agreement take place and SK is most likely valid.
After next power-on must go to status 1
e in case of ECU you can test all possible cryptokey values using HTag too. Not so fast method, complete car is
necessary. But it works!
e now you can do what you wish - SK is valid, you can decrypt dump, make key, transfer SK to another CAS etc.

Custom built cable for 8HP EGS:

From EGS connector:

e CAN-Hi and directly to EWS4 emulator CAN2 port,
e +12v,

o via rocker switch to +12,

* GND.

Other wires are not mandatory.

OBD connector for DCAN adapter and / or MBcan for SK write -
connected to EWS4 8HP emulator CAN1 port;

It is possible to connect DCAN adapter and MBcan both to OBD
socket using Y-cable.
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Some things to know and understand:

[ ]

e only authorized CAS can authorize ECU;

e SKused for CAS and ECU relations is SK_SERVER for CAS, but SK_CLIENT for ECU;
[ ]

SK in emulators:
e EWS4 emulator emulates CAS for ECU, SK_SERVER here.

e EWS4 8HP emulator emulates ECU for EGS, SK_CLIENT is for relations with CAS, SK_SERVER is for relations

with EGS.

in Tool32 screen (above) STAT_CLIENT_AUTHENTICATED mean EGS is a CLIENT here.

e SK_SERVER s a result of key agreement procedure between ECU and EGS.

EWS4 configurator for MBcan hardware:

e read / write SK_CLIENT,
e read / write SK_SERVER

It is possible to use configurator with both kinds of EWS4 emulators
(EWS4 or EWS4 8HP).

Must note that into EWS4 emulator for ECU (which emulates CAS)
you can store only SK_SERVER.

Example:
what we had:

e EGS 8HP and

e  CAS without any key, crypted and updated to latest I-level
what we did:

e it was possible to recover ISN from CAS dump;

e we made a list of all 64 possible SK using CAScontrol utility
(it is a worst case, old crypto gives only 16 possible
results);

e prepare hardware: EGS itself, cable (with EWS4 8HP
emulator), DCAN and MBcan via Y-cable, power supply,
2x PC - one for Tool32 in continuous monitoring mode,
other one for MBcan. Really one PC is enough, but to use
2 is much better.

Now at each step (process every possible SK) :

emulator: jumper to configuration mode;

write SK;

emulator: jumper to key agreement mode;

power OFF;

power ON - must restart EGS. It is possible do that via
Tool32 too (job: egs_reset);

e observe what happens with authorization.

Note that key agreement is possible only at EGS startup and is
always initiated by EGS itself. If nothing happens, must clear EGS
errors or make a larger delay between power OFF and ON.

As you can see, our correct one was located somewhere in the
middle of entire list.

For testing one SK about 1 minute is necessary. So in worst case
overall process can take about one hour.

After key agreement procedure SK_SERVER is generated (common

key) and stored into both EGS and EWS4 8HP emulator. You can
read it out via configurator now.
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authorization chain: KEY < CAS < ECU « EGS. According to ideology, only authorized ECU can authorize EGS.
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